DEEP
DIGITALISATION
From Brawn to Brain

INTRODUCTION
THE BUILDING BLOCKS

T

his episode of the ReCosting Energy box set aims to capture the
building blocks that are needed to deeply decarbonise the energy
sector. All our recommendations are shaped by the overall objective
of optimising Carbon, Customers, Costs, Capacity and Capital
throughout the system – all referenced against a fully costed system.
These recommendations focus on changes to policy and regulation with clear
actions required around accelerating decarbonisation, whole system costings,
digitalisation as a key enabler and an overriding outcome requiring a Citizens’
Dividend integral to all we do.
Developed before, but published after the Government’s Energy White
Paper of December 2020, this project supports all of its ambitions. In the
Government’s plans, we see some very strong themes that chime with our
project – from moving faster on decarbonisation and the welcome focus on
whole system costings and design, to digitalisation running through all the
recommendations and consumer interests of first and foremost importance.
We hope ReCosting Energy can provide some input into these future strategies
– pushing for further, faster and deeper action on some issues, proposing specific
measures and methodologies on others, and introducing new concepts and
potential actions to deliver Government’s drive for a Net Zero Energy system.
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We recognise that many of the recommendations have a
different level of complexity to implement and have given a
Red, Amber or Green rating to each of the recommendations,
outlining the challenges that each poses.
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All regulatory and
policy actions should
be guided by optimising
the Five Cs, measured
against the Full
System Costs
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DEEP DIGITALISATION
FROM BRAWN TO BRAINS
AMBITION: Develop a smart, responsive
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system, conflating energy and information
to deliver more productive, stable and
optimised infrastructure while releasing
the value of potentially 50 million varied,
diverse actors, assets and actions
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increase investment in the transformative
impacts of digitalisation
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Recommendations: From Brawn to Brains
1	
Mandate all Energy Assets to be Digitally Enabled: All energy
assets from the home to the North Sea need to be interoperable and
able to be connected and those supported by government need to be
contractually required to share data
2	
Kick-Start Key Digital Tools: There are some no-regrets and essential
digital tools required to unlock the value and ensure stability of the system
3	
Opening Up Consumer Value: A fundamental reform of how and
what we enable consumers to do with their data while ensuring
control, privacy and protections
4	
Digitalise Regulatory Priorities: Focus more on softer assets and skills
5	
Build the Framework for Digitalisation Governance: Establish the
governance frameworks for managing and anticipating risks
6	
Skills Capabilities and Literacy: Build a sector that is digitally literate
and attractive to the brightest and best from the digital world

The system is moving from
around 500 significant actors
to the potential of 50 million
actions and assets all “playing”
in the system both drawing on
and delivering energy
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The Ambition
To unlock the innovation, value, cost reductions and optimisation that all actors
can contribute to and benefit from, through effective coordination of the
application of technology, and markets through deep digitalisation.

A Vision for a Digitalised Energy Internet
CUSTOMERS:
•	
Auto-registration: All assets from your fridge to your EV being
automatically registered, with the characteristics and operational
activity of those products and assets being shared with the system
and markets, depending on customer consent
•	
Auto-optimised: Assets receive market and system signals that
reward key actions and optimise utilisation of energy for the benefit
of the owners and the systems
•	Personalised Services: Ability to access tailored and good value
propositions to optimise the needs and choices of consumers
•	
Democratise Rewards: Accessible markets will reward micro and
macro actions and assets equally
RETAILERS:
• Integrated Products and Services: Retailers able to develop
new business propositions providing a greater range of markets,
customers and opportunities and easily build new B2B, B2C and
B2B2C alliances and relationships
•	
New Business Models: Retailers offered transformative technology
to change how and what they deliver to customers to unlock the
value of their customers
NETWORK AND SYSTEM OPERATORS:
•	
Automated System Design: Significant automation of all systems
and transformation of network and system management
• Highly Calibrated Management: Transformative planning,
management, operational and maintenance tools
•	
Multi-centred, Multi-vector System: Energy will flow automatically
from and to assets throughout the system optimising across
electricity and gas networks, and blending grid edge, decentralised
and centralised assets and actions
POLICY & REGULATORS:
•	
New Level of Policy and Regulatory Oversight: Dynamic modelling
of the impact of policy and regulation interventions and their impact
in the real market
• Effective Risk Management: Early warning of key market concerns,
abuses and risks
MARKETS:
•	
Open and Democratised Markets: New varied tailored and accessible
markets developed to unlock value throughout the supply chain
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Future Challenges
The changes that
the system will face
are transformative
in nature, scale and
dynamism. Continuing
with an analogue
system will be
expensive and not able
to maintain energy
security or system
stability. At worst,
energy services will
collapse, require huge
investment, further
marginalise specific consumers, and not unlock the significant innovation and
entrepreneurialism that the new system offers.
REFORM OF FINANCIAL MARKETS
Numerous changes occurred simultaneously
but perhaps the most important was the
swift movement of securities trading
away from the floor of the Exchange
to a technology-based trading system
open to a much wider set of players and
heralding the democratisation of accessing
financial markets. The key components
were regulatory reform and technological
advances and capabilities enabled by deep
digitalisation of the underlying system.

Consider the system challenges that are only solvable through
deep digitalisation:
•	
Quantity: An exponential increase in the quantity of actions and transactions
•	
Diversity: Varied and multiple actors participating, with diverse asset
capabilities and actions
•	
Interaction: The interaction of these diverse actors and their cumulative
impact
•	
Different: The changing functions and characteristics of new products and
new service propositions
•	
Devolution: The need to act and collaborate with a wider group of actors
creating a matrix of decision makers
•	
Dependency: Greater inter-dependencies within the sector and beyond
energy not least communications and transport.
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Modern Digitalised Energy Infrastructure
The Energy Data Taskforce was very specifically focused on data and,
following BEIS and Ofgem’s adoption of the recommendations, the key
elements of the report are being implemented not least through RIIO2 licence
obligations and the Modernising Energy Data programme being run by BEIS,
Ofgem and InnovateUK.
A Modern Digitalised Infrastructure needs to move from data to digitalisation.
The outcomes could be realised through the four key steps for digitalisation as
outlined in the Energy Data Taskforce report.1

This requires interoperation, practice-sharing and common governance,
with many more players taking responsibility for system stability and managing
energy through multi-lateral data flows, enabled through a deeply digitalised
ecosystem of markets, services and exchanges.

Changing Needs within our Infrastructure
This chart outlines the key digital infrastructure needs, all of which have been
embedded in other sectors and so are tried and tested.

© 2020 Energy Systems Catapult
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System Flexibility
Drawing on some of the key challenges from the Energy System Operator’s
Bridging the Gap project2, the key system stability, security and value challenges
and opportunities can be shaped around four core functions.3

To perform these functions across the quantity and diversity of new actors
on the system requires new approaches to system management and stability,
blending technology and markets through digitalised platforms and modelling.

Planning, Procurement, Regulatory
and Design Tools
Strategic planning with 50 million potential assets and actions on the system will
require some significant modelling tools that will need to identify, predict and
analyse all the impacts of the growing number of moving parts.
Analytics that understand all drivers of optimisation will require much greater
insights into the interaction between carbon, customers, capacity and cost,
working at both national and local system planning levels.
This very much shapes a new energy system that is totally interrelated but
also interdependent on communications and offers some really important
opportunities and challenges to how we regard infrastructure into the future.

Recommendation 1: Mandate all Energy
Assets Digitally Enabled
All government support mechanisms and access to markets should include
contractual requirements for operational data sharing and interoperable
digitalised capabilities to enable more effective system management, and
greater asset visibility.
There are many new
PRICES TO DEVICES:
assets being added to
SMART PRODUCTS
the system at the grid’s
All in-home and in-business energy using
edge, even those
products should be “energy enabled”
receiving micro generation
through integrating cheap “Wifi
payments, that are not
chips” to enable auto-discovery, selffully digitally enabled
registration and self-heal as is common
or if digitally enabled
elsewhere. This is particularly important
are not accessible to the
and exciting for EVs on the move!
energy system.

Simple amendments to
Contracts for Difference,
the Capacity Market and
all ESO markets to require
operational data sharing.
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Energy enabled products would allow for autoregistration across the multiple registration platforms,
provide visibility of assets and their capabilities, and
enable owners to secure rewards and benefits for
automated optimisation.
This would also allow for value to flow to assets through
“prices to devices” that would further automate the benefit
flow and democratise the system.

Mandate from 2023 new assets on the
Microgeneration Certificate Scheme to
be digitally enabled. Discussions with the
manufacturers of grid edge equipment and inhome appliance to encourage their products to
adopt Energy Enabled Standards.

Recommendation 2: Kick-Start
Key Digital Tools
The teams at BEIS, Ofgem and InnovateUK are accelerating the development
of key digital tools required to move towards a digitalised energy system. The
journey has started, and excellent work is being undertaken to deliver these
building blocks.
The key challenges that need to be addressed:
•	
Digital Infrastructure: Moving from greater asset visibility to building
digital tools to manage, optimise and blend assets, enabling connectivity,
monitoring, control and interoperability, all driving efficiency and resilience.
•	
Turbocharge Interoperability: Interoperability tools need to be extended
from just system actors through to other sectors such as transport,
local authorities and other service providers through open APIs and open
data protocols.
•	
Multi-actor System Stability: Opening up system operation and enabling
multi-level, coordinated optimisation at all levels within the system, helping to
coordinate different actors and actions.
•	
Market Development: The markets need to develop digital infrastructure
to open up to new actions and new actors across the system. The ESO
and many of the DNOs are developing these market platforms and should
learn from the stock market trading platforms that have multiple customer
interfaces but interoperate with the real time stock market data.
These digital tools are in play across many other sectors and learning from
these other sectors will allow the energy system to adopt, adapt and implement
these tools quickly and effectively.

Recommendation 3: Opening Up
Consumer Value
There is rightful concern about the privacy of consumer data. However the
regime around consumer data is very out of date, fashioned in the 2000s with
no visibility of what consumers might want or be able to benefit from in a truly
digitalised energy system. Allowing for greater data sharing needs to be seen
as an empowerment of consumers, placing power, consent and control in their
hands for their benefit.
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Establish a BEIS Energy Digital
Tools task and finish group,
importantly adopting tried
and tested standards and
protocols from other sectors.

UK lead on a global energy
connectivity standard, learning
from the Global System for
Mobile (GSM) Success
Finland took the lead in creating
global standards for mobile
connectivity. Within three years
GSM was established as the global
standard. The UK is well positioned
to own this equivalent and mimic
many of the protocols from GSM
and Wifi protocols for a fully
“connected” energy system.
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Estonian Model: Estfeed
Estonia has developed a consumer-centric methodology by which consumers
not only have control of their data but have great ease in sharing it with all
parties that might offer them value, reversing the consent from government
knows best, to putting the power in the hands of the people. This makes for
a much more dynamic and consumer-centric design and as an EU member is
totally GDPR compliant. 4
Government should commission a feasibility study of the Estonian model
to establish what can migrate to the UK market. In addition, there are several
platforms and security and privacy protocols that have been developed by the
Estonian government that should provide the governance required.

Commission Elering, Estonia’s
transmission operator, to
work with BEIS to identify the
elements of their model that
can be employed in the UK.
Adopt the Public Interest
Principle to enable sharing of
smart meter data.

The Smart Meter Energy Data Public Interest Advisory Group (PIAG)5
and Citizens Advice Midata
There has been some important work done on how we might open up
consumer data to the system and for consumers’ benefit.
Their key recommendations include:
•	
Importance of Smart Meter Data (PIAG): Access to smart meter data for
public policy purposes is essential to avoid policy makers and industry actors
“flying blind” into the energy transition
• The Public Interest Principle exists in other sectors (PIAG):
Government should draw on existing arrangements used in other sectors
to enable access to smart meter data for a public interest purpose while
protecting privacy
•	
Consumer Consent (Citizens Advice): Customers own their data and must
give explicit individual consent for access but in the act of obtaining consent
innovators and market actors will beneficially engage consumers in demandside actions.

Blending the
recommendations and
principles from PIAG and
Citizens Advice with the
methodology and technology
adopted by Estonia to
empower consumers

Recommendation 4: Digitalise
Regulatory Priorities
Ofgem is embracing greater regulatory focus on digitalisation, as shown by the
RIIO2 requirements for digitalisation strategies from the networks. However,
there is still an unequal focus on the big infrastructure investment with less
priority on the development of the “softer” assets and most importantly the
investment in people to drive greater digitalisation throughout the network and
system management functions.
This is particularly the case for the Electricity System Operator and networks
whose investment in smart technology is crucial to enable the rest of the system
to digitalise.
Ofgem requires a digital vision of what the future infrastructure needs to
look like and what needs coordination to deliver lower costs into the future. In
addition, it requires Ofgem and Ofcom to understand their interrelationships as
their sectors are becoming progressively intertwined and inseparable.

Recommendation 5: Build Framework
for Digitalisation Governance
Digitalisation is not risk free despite all its benefits. It comes with new regulatory
challenges and new system risks, not least its reliance on stable and secure
communications infrastructure.

ReCOSTING ENERGY | 55

DEEP DIGITALISATION

However, the nature of digitalised system design and innovation must
be recognised, and governance must neither crush nor disincentivise
experimentation or unintentional mistakes. This requires a different approach
to regulation that needs to adopt more adaptive and supportive regulatory
mechanisms.
The key areas for focus need to be:
•	Recommend mandates for core standards for interoperability
•	Accredit the safety and efficacy of system wide data and digitalisation tools
•	Anticipate the “interoperability and interaction” risks and opportunities
•	Assure for cyber and security risks
•	Assess the efficacy, ethical and distributional implications of AI, algorithms
and emerging digital tools
•	Anticipate the longer-term opportunities, needs and risk – planning for the
transformative nature of digitalisation
• Prohibit any misuse of data or digital tools and develop appropriate redress
This is likely to form part of wider governance requirements across the
sector but it is crucial that those with the responsibility for governance are
independent of any operational body and able to independently assess and
regulate this new world.

Recommendation 6: Skills Capabilities
and Literacy
Lack of skills, capabilities and literacy are some of the biggest gaps facing the
sector and there needs to be a concerted effort from all players to ensure that
energy is seen as attractive, exciting and ambitious to attract the right people.
These gaps lie throughout energy organisations and companies and
require not just the recruitment of the right digital personnel but also greater
management literacy around the potentials of more data and digitalised
business models.
Gartner produced this maturity map for the utility sector that reveals that we
have a long way to go to develop truly transformational outcomes.

Digital Skills PLUS
Digital skills are not enough
and need to be blended with
understanding and expertise
in consumer behaviour, digital
business models, whole system
engineering, energy, security,
environment, planning and
communications.

Capability Maturity Model for Utilities – Post 2020
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Conclusion
The Energy Internet is a unique opportunity that the UK is well placed to
pioneer and for UK customers to benefit from. There is a need for an increased
ambition to accelerate the new transformative business models. It also needs
to be recognised that a very new and crucial alliance is emerging between
the communications and the energy sectors as their mutual reliance and
interconnectivity is at the heart of the new energy system.
Digitalising the energy system is not just nice to have but essential – essential
for customers to get the most from energy services, crucial for system stability
and important to drive greater efficiencies throughout the system.

Consumers won’t tolerate
an analogue service for
much longer when the rest
of their world is optimised
on their behalf, consumercentric and responsive to
their needs

1 http://www.challenging-ideas.com/wpcontent/uploads/2019/07/EDTF-A-Strategyfor-a-Modern-Digitalised-Energy-System.pdf
2 https://www.nationalgrideso.com/futureenergy/future-energy-scenarios/bridgingthe-gap-to-net-zero
3 https://eta-publications.lbl.gov/sites/
default/files/lbnl-2001113.pdf
4 https://www.estfeed.eu/en/home
5 https://www.smartenergydatapiag.org.uk
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