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If we are to deliver Net Zero with a fully optimised energy system we have 
to change the basis of the cost, value and price of the system. The current 
“truths” were designed in the 1980s and 1990s around the fossil fuel system 
where customers were “recipients” of the system rather than participants, 

where the big step was the change from a nationalised system to a privatised 
system, and where there were few big and important players.

This section aims to address some of those fundamental system changes 
required to deliver decarbonisation.

Key recommendations include:
• Consumers Equal Access to Support: Consumer assets to be included in all

support and market mechanisms.
• Services Unlocking Added Value: Offer consumers services not just

commodities.
• Reward Flexibility Fairly: Introduce a Flexibility Service Agreement similar to

a Power Purchase Agreement (PPA).
• Reallocate System Risk and Cost: Risk needs to move from consumers to

those that create the risk.
• Underpin the Market: Create a low-powered floor price for the merchant

and PPA markets.
• Focus support on the Heavy Lifting: Focus support and resources on

immature technologies, not least consumer assets.

We recognise that many of the recommendations have a 
different level of complexity to implement and have given a 
Red, Amber or Green rating to each of the recommendations, 
outlining the challenges that each poses.

All regulatory and 
policy actions should 

be guided by optimising 
the Five Cs, measured 

against the Full  
System Costs

Optimising the 
Five Cs: Carbon, 
Customers, Costs, 
Capacity & Capital

Optimising the Five Cs  
of a Fully Costed System
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FROM SPREADING RISK TO 
OWNING RISK

AMBITION: Risk needs to be 
allocated to and owned by the 
businesses that create it and are best 
able to manage it, instead of passing 
through to consumers. Competition 
in efficient risk management will 
build more sophisticated and resilient 
businesses, reducing costs to the 
system and ultimately the consumer
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Recommendations: From Spreading Risk to 
Owning Risk
1  Review System Management Responsibilities: The ESO should be 

balancer of last resort and will need to perform crucial functions, as 
much of the risks need to sit with or be charged to the risk creators. 

2  Increase Imbalance Penalties: Suppliers who consistently call on 
centralised services need to pay the fully-loaded cost of that service.

3  Review Capping and Smearing of Real Costs: Real costs must 
shine through to enable value to be captured and total system costs 
reduced. The smearing of the cost of failure should be reviewed and 
managed through insurance products.

4  Employ more Insurance-based Products: The energy sector 
is almost uniquely devoid of insurance products to manage and 
assess risk.
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Risk is transferred through costs, smearing of the cost of risk or the 
socialisation of the cost of failure.

With new technologies getting cheaper we should now expect the actors 
within the system to manage their own risk – and at the same time build 
themselves more robust business models with wider opportunity for revenues 
through cost-effective risk management.

The current practice of socialising the risk is also not rewarding those 
businesses who do manage their risk efficiently, effectively creating a race  
to the bottom.

FROM SPREADING RISK TO OWNING RISK

84  |  ReCOSTING ENERGY

The Socialisation of Risk

To date far too much risk is “socialised” and spread to consumers.  
Risk “pass through” has been allowed, and even pandered to, 
throughout the system to “make it work”. There are limited sanctions 
for risk creation and few incentives to manage risk effectively within 

the supply chain.
Of course, consumers face unmanageable risks in other sectors but in energy 

the design of the market creates more risk – and cost for energy consumers. 
Consider the list of risks that the consumer has to “manage” without the tools, 
visibility or agency to mitigate them.

The energy sector is almost unique 
in passing on all risks to customers 
with very little risk self-managed, 
and limited penalties for passing 
risk from part of the system to 
another. In other sectors more 
risk is absorbed, driven out or 
mitigated by companies through 
supply chain pressures, service and 
contractual relationships, product 
differentiation and appropriate 
“ownership” of risk.   

To compound these risks the 
customer has almost no way of 
mitigating them. Just consider the 
risks that they face:

• Commodity: War between  
Iran and the US, as the 
commodity is still linked to  
global fossil fuels

• Weather: What time of day 
energy is available

• Stability of the System: The 
small but important costs of the 
system stability are not borne by 
the companies that create it but 
passed on to consumers

• Misleading Comparison Sites: 
Some switching sites are neither 
transparent nor reflective of the 
price ultimately experienced by 
the customer

• Supplier Competency: If their 
supplier is a good or bad hedger

• Supplier Failure: All consumers 
end up paying for business failure

• Quality Control: Little 
transparency on whether their 
energy really is green or not

• Limited Options to reduce 
costs: Limited products or 
services that allow for mitigation 
of these costs

• Smeared Cost Allocation: 
Finally, all these costs are not 
allocated to those customers who 
created the problem but smeared 
across all consumers

The Customer is the Victim at the end of the line 

If not addressed soon, customers will be angry – and rightly so – at the rising costs  
that should sit within businesses but which they are currently picking up



FROM SPREADING RISK TO OWNING RISK
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Risks facing us today will 
look like a walk in the park in 

comparison to the multitude of 
players, actions, interactions 

and the potential risk  
they create.

The Risks of Tomorrow
The system is moving from 400 key players to over 50 million actions and assets 
engaging with each other in an automated manner, totally transforming the 
complexity, diversity and quantity of risk sitting throughout the system.

While seen as a marginal issue today, risk management will very shortly become 
much more important and allocation of where the risk lies needs to be addressed 
in anticipation of the growing complexity and interaction of the new system.

Reallocate Risk & Reward
All market players should own as much of their system risk as possible and 
benefit from managing these risks, but they should also be penalised for 
“socialising” the risk.

Risk ownership and risk management are key to driving out costs, improving 
productivity and reducing reliance on centralised mechanisms to pick up the 
pieces. This is also particularly crucial as the system becomes more complex 
and decentralised and where risk will lie throughout a much more webbed set 
of actors. Regulation will find it almost impossible to unpick the risk creator or 
develop the mitigation measures if it is expected to arbitrate between parties 
and the consumer.

We need to create the right incentives – and penalties for those that call on 
socialised services – to drive efficiency throughout the supply chain, breaking 
down the artificial barriers between each “risk” silo in the system.

Ofgem the Risk Regulator
In ReDesigning Regulation1, we proposed that Ofgem start to change its 
approach from a “process” regulator to a “risk” regulator. This will become more 
and more important as the proliferation of actors, actions and interactions will 
demand the regulator to focus on risk and outcome. Regulating as they do today 
will become impossible. 

Using insurance, assurance and perimeter regulation will assist with risk 
management and shape a more agile regulatory model.

The existing ‘one size fits all’ 
approach to regulating food 
businesses is ill-suited to the 
incredibly diverse nature of  
the industry. In recent years  
we have witnessed large numbers 
of new players enter the global 
food and food-safety landscape; 
for example, online retailers,  
food-delivery services, private 

auditors, and independent food-
safety certification schemes.  
These and many other 
developments have reduced 
risks, created different risks, and 
increased risks. But the current 
regulatory approach doesn’t allow 
us easily to focus our effort on 
changing risks. It’s clunky, rather 
than flexible and agile.

The Food Standards Agency’s rationale 
for regulatory reform



Perimeter regulation
Energy regulation is facing one of the most important periods since 
privatisation, with the opportunity to reshape regulation from being ‘of’ the 
sector to being ‘for’ the consumer.

While a more dispersed and dynamic system cannot be regulated through 
process, regulation does have an extremely important role to play – it is just that its 
role needs to move to the perimeter of the system rather than sitting in the middle.
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The additional value of 
service-based business models 

is that in general they are 
designed around the business 
managing the risk rather than 
the consumer. While the risk 
might be incorporated into 

the price, the risk mitigation is 
the role of the company where 
risk management will be more 
effective and cost efficiently 

addressed.

Moving towards Better Risk Allocation
The ReCosting Energy project has proposed several solutions that assist in 
allocating risk to businesses away from the customer.

• Optimised Demand competing with Optimised Supply: By shaping the 
market between these two competing tensions many of the sub-risks lying 
hidden in the system can be squeezed out more effectively. The ability to 
manage and mitigate these risks will be greatly supported by deep digitalisation.

• Whole System Costings: A whole system costing methodology will highlight 
where risk is being passed from one part of the supply chain to another.

• Services not Commodities: Good service-based business models in general 
manage risk more effectively than commodity markets. While the cost of 
the risk is integrated into the service agreements, incentives for companies 
to manage the risk are greatly enhanced and best-in-class risk mitigation will 
create important competitive advantage.  

• Deep Digitalisation: Much better system tools sitting throughout the system 
will enable risk to be managed much more effectively and will spur on new 
businesses and drive innovation.
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SYSTEM STABILITY
While there will be a crucial 
function for system stability 

and security, the ESO is 
now having to take action 

across over 17% of the 
market whereas in the past it 

intervened on just 5-7%. of the 
market. Addressing this before 
it becomes unmanageable and 

very costly is important.

The ESO needs to be the Balancer of Last 
Resort not the First Call
COVID-19 has given us a glimpse into the future volatility between demand and 
supply and illustrates the new paradigm of risk. However, when there are 50 
million assets and actions active on the system, the volatility and potential risk 
will increase significantly. 

Suppliers rely on the balancing market to pick up their imbalance risk. This is 
understandable with still limited demand data and, while there will always be a 
margin of tolerance required, this is becoming a smouldering platform. 

Measures need to start to be put in place to address this over-reliance on a 
socialised cost to the system. In addition, the “security blanket” that the ESO 
provides needs to reflect the fully loaded cost of having a balancer of last resort – 
not just the imbalance cost.

These costs were incurred in 2019. The costs for 2020 will be significantly higher, 
but 2019 represents a year of “near normal”.

Consolidates risk within business models
Offers companies greater opportunities to benefit from cost-effective risk management

Will stimulate greater innovation and new business models

Internalising Risk: Optimised Demand competing with Optimised Supply

Costs in 2019 for System Services – £1.2bn
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Recommendation 1: Review System 
Management Responsibilities
The default risk manager has become the ESO. There needs to be a distinction 
between stability and security services and picking up the pieces of others’ 
unmanaged risk. 

So, while there are crucial roles for the ESO, system stability actions should 
be, where possible, taken within the supply chain. Those that create risk should 
be subjected to the fully loaded costs of accessing central services. This would 
include the administrative costs of ESO and Elexon and, while not huge, would 
drive businesses to consider new ways of managing their risks. 

Recommendation 2: Increase  
Imbalance Penalties
To drive greater understanding of the demand curve and to stop sloppy 
suppliers from relying on the ESO to pick up the risk, the Suppliers Information 
Imbalance Charge should be progressively increased for those that consistently 
exceed a prescribed margin of tolerance.  

This will drive greater consumer insights, more blended procurement of supply 
assets, and new competitive pressures to develop best-in-class risk management.

The most effective method of managing this risk would be through insurance 
that would be able to calibrate the risk of calling on central services, allowing 
new companies to enter the market and become progressively more accurate 
at managing demand and supply with premiums commensurate with their 
dependency on the central services.

The important outcomes of this would:
•  Add Value: Drive generation developers to deliver energy on demand through 

blending their generation assets with storage, further unlocking the value of 
blending assets and reducing the risk to suppliers of imbalance charges

•  Grow Demand Assets and Actions: Incentivise retailers to unlock more 
value for demand actions and assets thereby delivering new value to their 
customers

•  Create More Sophisticated System Management Tools: Open up more 
optimisation tools and technologies to manage and mitigate risk

EASY
The mechanisms already 

exists so regulation could start 
slowly placing an increasing 

ratchet payment on actors who 
consistently have to call on the 

ESO services.

CHARGING FOR USE
Charging for the full cost of a 

centralised service is common 
in many other regulated 

sectors, where those that call 
on central regulated services 

pay more than those that have 
little call on them.

MODERATELY EASY
The risk that the ESO has 
to manage can be triaged 

to determine where others 
are creating risk that can 

be better managed through 
their business models than 
by central services. In some 

instances, it will be more 
effective for the ESO to 

manage these risks, but the 
risk creator should incur the 

full cost of that service.
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Recommendation 3: Review Capping 
and Smearing of Costs 
Real costs must shine through to enable value to be captured and whole system 
costs reduced. While it is very understandable that Ofgem has aimed to reduce 
consumer bills through manipulating the real costs, in the medium term these 
caps will not support lower customer bills, but hide value, and inhibit investment 
in the assets required to decarbonise the system. While this is a contentious 
area, Ofgem needs to review where real value is actually being lost through 
capping real time prices. In the new world that will actually cause whole system 
detriment and increased costs. 

Supplier of Last Resort
While there are merits to the system as it stands today, the principle behind 
consumers and good businesses picking up the costs of failed businesses is not 
sustainable or fair. In addition, well-run businesses feel that the system does not 
incentivise good business management.

While Ofgem is tightening up the market entry requirements, it is possible 
to use insurance to manage business failure risks that these companies pose to 
the system. So, while no scheme should preclude new entrants to the market 
or raise any artificial barriers, new entrants could take out insurance as “learner 
drivers” that assesses their risk of failure. 

In addition, this would also create an early warning system for Ofgem 
of which suppliers were at risk as the level of premiums would provide the 
regulator with an agile “at risk” indicator. 

Recommendation 4: Employ More 
Insurance-based Products 
The energy sector is almost uniquely devoid of insurance products to manage 
and assess risk.

Predicting and costing these risks are exactly the skills that sit within the 
insurance sector and in a more complex system could provide useful risk 
dashboards for the regulator. 

Insurance products have many benefits:
•  The Cost Sits with the Risk Creator: The cost of risk sits with the 

businesses through their premiums.
•  Flexible and Adaptive: The calibration of risk can change, dynamically and 

doesn’t have to wait for regulatory or legislative change providing a much 
more agile system.

•  Continual Improvement: The premiums drive businesses to to continually 
improve, in oder to reduce costs. 

Examples of where insurance could play a role:
•  Imbalance Risk and Capital Surety: Insurance products could assure 

actors replacing lodged capital. Elexon proposed an insurance scheme  
some years ago but it was never adopted.

•  Business Failure: Businesses could be insured, creating a continual 
improvement incentive.

•  Contractual Insurance: Throughout service-based business  
models, insurance plays an important role in costing the risk of  
contractual obligations.
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MODERATELY EASY
Audit the whole system cost 

implications of all capping 
and smearing of costs sitting 

throughout the system.
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Conclusion
Risk is going to proliferate in line with the increasing number of actors and 
actions sitting throughout the system. The current method of socialising and 
spreading risk across all the players eventually coming home to the consumer 
will be neither feasible nor desirable for the system of the future.

Before we get to a “wild west” with central and socialised services 
overwhelmed, it is now time to reallocate risk to where and with whom it lies.

The key to this will be how the regulator decides to change its role and 
functions to manage this significantly increased level of activity and players.

1 http://www.challenging-ideas.com/
redesigning-regulation-powering-from-the-
future/ p 19
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